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A Network design proposal for The World Publishing company to expand and upgrade the existing network 
infrastructure meeting their growing demand for higher capacity with faster transmission serving their prompt 
publishing needs. 
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Introduction 

Due to the expansion of the “The World” newspaper publishing company network and a pressing demand for higher 

capacity with faster transmission to meeting everyday work as well as serving their prompt publishing needs, The World 

Company asks for a new design for their current network infrastructure with these following requirements: 

- LAN upgrading plan for each sites. 

- WAN link connections between the sites. 

- Future VoIP implementation and mobility if possible. 

Design Requirements 

The finished design has to meet the The World’s basic criteria, can properly integrate with future growth and services 

and address these following factors: 

- Network resilience 

- Security 

- Flexibility 

- Future services supported 

- Easy for migration plan in the future 

- Possible equipment choices 

- Feasibility of future VoIP implementation and mobility. 

- Higher ROI (Return on Investment) 

Existing Network Infrastructure 

The current network infrastructure of The World is as below: 

Network Topology 

The World current network consists of two main sites for text, image and multimedia and archiving of material in Berlin, 

Germany and a site for printing and distribution of the newspaper located 35 kilometres outside of Berlin. 

Main Sites – Berlin 

Main sites including a site responsible for the writing of the text and the formatting of the paper (site A) and one for 

multimedia (image, adverts) and archiving of material (site B - headquarters). Site A is a two-floor building with about 20 

users (10 fixed PCs and 10 nomadic) at floor 1 and 23 users (20 fixed PCs and 2 nomadic and one copier) at floor 2. Site B 

building is also a two-floor one with 22 users (20 fixed PCs and 2 nomadic) at floor 1 and 20 users (fixed PCs), 6 main 

servers for data storage at floor 2. 

Site A and B use Cat3 UTP hub based LAN for data transmission among internal users. For information to transfer from 

site A to site B as well as from site A, site B to the printing site, The World has to use the slow internet connection of 512 

kbps maximum.  

Printing Press (Site C) – 35 Kilometres Outside of Berlin 

Printing press (site C) has a main building with about 15 users (10 PCs and 5 nomadic). The same as the other sites A and 

B, site C is based on a Cat3 UTP hub LAN environment which leads to slow connection among internal users.  

For printing purpose, a courier has to take a CD from multimedia (site B) to the printing press (site C) and this lengthens 
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the time for a paper to be actually printed. 

Current Network Drawbacks 

Business Problems 

The internet connection speed is slow which can’t give The World the flexibility to transfer files from the two main sites 

at Berlin to the printing press for printing purpose. The World journalists who are working at remote locations within 

Berlin have to email their work back to the company for printing through their laptops at home. This can cause a 

moderate delay in getting the article printed as well as keeping close to printing schedule. As a result, The World cannot 

keep their readers updated the latest information in a timely manner. 

The slow internet connection also makes it harder for The World to get news from other companies such as Reuters and 

CNN.    

Technology Challenges 

Since the connection between PCs in the sites is hub-based transmission which is half-duplex, slow and high level of 

collision, The World really needs a higher speed of connection – high availability, secure and redundancy. 

The phone system in The World requires a long distance call which is kind of expensive; and limited amount of phone 

calls are allowed at a time among the sites. Therefore it’s in need for a phone system that is up-to-date, convenient, 

ease of use, can implement, operate, maintain and upgrade easily. 

Naturally, The World needs a wireless LAN to support its nomadic users when needed to work flexibly and freely. 

Upgrading Plan for LAN Portion 

Design Solution 

- Old phone system will be equipped with IP phone system which is easy to implement, maintain and upgrade. 

Moreover, The World can save a lot of money when users make a call from sites A and B in Berlin to the printing 

press outside of Berlin. 

- For better data connection, we are going to change hub devices in the sites with layer 2 voice switches, and the 

connections from these switches to end devices – PCs are fast ethernet (100Mb) using Cat 6 UTP.  

- New users (using laptops or phones) can access to the sites’ network through a wireless LAN system which 

equips with Light Weight Access Points (LWAP) on every floors and in the sites. A WLAN controller is also used to 

take control on every LWAP in each floor and site. These users have to authenticate with an Access Control 

Server (ACS) which places at the Data Center module. 

- Security if needed can be implemented at distribution layer switches which ensure that data is protected, 

prevents some unexpected access from unauthorized devices to restricted area such as data center or sites’ core 

network. 

Site B – Headquarters at Berlin 

At site B, there’s a layer 2 switch at each floor to centralize connections from voice switches and WLAN controller 

(100Mb fast ethernet connections). At the first floor, the layer 2 switch will redundantly connect to two Distribution 

Layer 3 switches with Gigabit-Ethernet circuits. These two switches will do the summarizations from every network in 

the building as well as checking some basic rules of security (Access Control List, Intrusion Detection System, or 

Firewall...). Then from these two distribution switches there’re equal-cost redundant connections (optical fibers) to the 
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two Core Layer 3 switches. Since the Core Layer has to switch packets as quickly as possible to optimize the 

communication transport within the network, it should be implemented with the highest possible speed connections, so 

optical fiber (GE or 10 GE) from the Distribution to the Core layer switches is a must.  

Diagram 1 – LAN design at the headquarters (site B) 

 

Site A – The Second Main Site (Site A) at Berlin 

The devices and connections are similar at site A with two distribution switches at the first floor centralized at the two 

core switches of site B (equal-cost redundant connections to ensure high availability of the network and fast 

convergence and to avoid routing black holes). Additionally, we need a switch layer 2 to gather connections at each 

floor.  
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Diagram 2 – LAN design at site A 

 

Site C - Printing Press Outside of Berlin 

We use the same system as that of site A with a layer 2 switch to optically connect to the Core switches at the 

headquarters (site B) for Internet connection. For future upgrading (if needed), we implement the wireless system and 

an IP phone system to save on long-distance calls to the headquarters (site B). 
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Diagram 3 – LAN design at site C 

 

Designing Plan for WAN Portion 

Design Solution 

- The connections between the headquarters (site B) and the two other sites (site A and C) are between voice 

routers to transmit both voice and data traffic (voice routers are routers with voice feature enabled). 

- Upgrade the internet connection of the headquarters (site B) from a 512 kbps circuit to FTTH connection for 

broader bandwidth. 

- Upgrade the connections from the two sites A and C to the headquarters site B from using internet connection 

to fiber optic circuits. 

- For internet access, traffic from the two sites A and C will go to the headquarters (site B) first, then go to the 

Internet through the FTTH connection. 

- For voice calls among staffs of the headquarters, or the two other auxiliary sites, traffic will be handled by the 

call manager placed at the Data Center module of site B. Voice call to the outside will go to the headquarters 

and to PSTN through the two firewall routers (these routers have connection to the Internet through FTTH 

circuit). 



 

9 

- Place a VPN function at the two firewall routers of site B (headquarters) for journalists to directly connect to the 

headquarters and have their paper printed at the printing press immediately. 

- To better secure the data going in and out the whole network of The World, we place firewall modules at the 

edge routers (firewall routers placed at the headquarters for Internet access) and at the voice routers of the 

headquarters. 

Connection from the Headquarters to the Internet 

Two firewall routers are responsible for the internet connection of the whole The World users with the fast FTTH circuit 

and a PSTN connection (it depends on the demand for outside calls of The World users that we can use one or two PSTN 

connections). 

Diagram 4 – WAN design at site B 

 

WAN Connection from Site A to the Headquarters  

It’s a small distance between site A and the headquarters (site B), we can consider WireMax solution in this case 

because for such a short distance, WireMax is more affordable and convenient.  
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Diagram 5 – WAN design at site A 

 

WAN Connection from Site C to the Headquarters 

Slow internet connection sometimes can’t guarantee the smooth access to the Internet or to the headquarters of site A 

users. Since the number of users in site C is not many (about 15 users maximum), the connection from this site are 1 Ge 

fiber optic circuit which can be fine. 
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Diagram 6 – WAN design at site C 

 

Design Justification 

The design solution has overcome issues from the current network which can be addressed as below: 

 The fast ethernet connection from every end device to voice switch makes sure that the data (and voice) 

transmission is fast and quickly converged. Traffic from end users to the distribution switch can overload the 

connection to core layer switch, thus optical fiber from distribution switch to core switch assures that this won’t 

happen and 4 GE (or 10GE) links between two core switches keep the traffic from bottle-neck effect. 

 The slow internet access from site A and site C has been now solved since with the fiber optic circuit, it’s faster for 

traffic transmitting from these sites through the headquarters and to the internet. 

 Reducing the number of internet connections from the three sites to only one connection to Internet from site B 

(headquarters) results in a more effective and efficient solution for the The World company.  

 For voice calls among The World users have now directed and handled by a call manager at the data center module 

of the headquarters, we have saved a lot of money by not using the PSTN line for internal calls. 

 The three layers of the WAN module can be understood as follows: 

- Access layer: where voice and data are centralized before going to the headquarters, voice routers of the 

other sites can be seen as access layer of the WAN module. Notably, the ISP routers can also be called as 
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access layer of the WAN module before it goes into the headquarters. 

- Distribution layer: the two voice routers and firewall routers of the headquarters can be viewed as 

distribution layer where they collect traffic from access layer (voice and data traffic from other sites going to 

the Internet or traffic returning from internet through ISP routers to the The World network). 

- Core layer: the two core switches layer 3 of the headquarters with the responsibility of focusing connections 

from the headquarters and the two other sites (A and C) can play as the core layer of the WAN module. 

 The firewall modules placed at the two firewall routers and voice routers of the headquarters make sure that traffic 

from the two other sites to the headquarters and from the internet to the headquarters is pure and clean (in order 

to protect the core layer 3 switches and the data center module inside as well as The World users). 

Network Resilience 
The redundant connections in the system guarantee that the new network can continue to operate even if there’s any 

failure at the end devices or circuits, cables or links between network devices. 

Likewise, for WAN connections, there are always two connection s from two devices to make sure that if one fails, 

there’s another back up for it. 

Security 
Storage server is moved to the data center module which is protected by two dedicated devices (used as Data center 

aggregation layer equipments). Besides, ACS (access control server makes it impossible for unauthorized end-devices 

attempting to access the network – the ACL implemented in the distribution layer switches can act the same for 

intentional attacks from outside the network. 

For Internet connection, two firewall routers play as a security spot to protect data going in and out of the The World 

system. In addition, firewall modules attached on headquarters’ voice routers protect traffic going from the two other 

sites (A and C) to the main site and vice versa. 

VPN function placed at the two firewall routers allows journalists working at remote locations can securely connect to 

the headquarters and have their paper archived and printed at the printing press without any delay or issues.  

Flexibility and Easy Growth Plan for the Future 
New services, users can be added freely to the system without much configuration or another re-design. With WLAN 

access system, when new mobile users want to access to the internet, they only have to sign in through the ACS. New 

services such as DNS, file server can be added to the data center module which is very convenient and easy. 

The voice routers and firewall routers of the headquarters are in the edge module which can be very flexible to upgrade 

in the future. If another site becomes available, we can connect this site to the head office B through the voice routers. 

Or if we want to have more ISP (Internet service provider) to do backup for our Internet connections, the firewall routers 

are ready to add more connections. 

Future Migration 
Three-layer model makes it painless to do any upgrading or improvement to the network. If it happens that you have 

new building in the headquarters, or a temporary site with a small number of users, all you have to do is having 

connections to the distribution layer switches or if it’s a many-floor building, you can have two distribution switches to 

connect to the core switches of the main building. In the future, when the users in the headquarters increase, you can 

place more layer 2 switches or voice switches to centralize users connections to the distribution switches without much 

consideration or any complex configuration. 
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Since the WAN module is designed based on the hierarchical network module with three layers, it’s very simple to make 

any upgrading, if any in the future.  

We can add more distribution layer devices to increase the WAN connection to the outside or to the sites (VPN site-to-

site or remote connectivity for instance) or integrate more sites to the headquarters by simply connecting their voice 

routers to the main site’s voice routers. 

Return on Investment (ROI) Analysis 

This design solution is efficient and cost-effective thanks to using proper LAN connections, WAN links and VoIP and 

Wireless LAN implementation. 

LAN Connections 

 The implementation of VoIP system reduces on the cost for PSTN when The World users have to make calls to 

other users at different sites. Furthermore, the old phone system which much relies on private telephone 

exchange to switch calls is easy to get engaged and occupied continuously. This will result in not effective in 

using the phone system among The World users. On the contrary, with the new VoIP system, The World users 

are free to make calls without worrying about the paying cost as well as whether the lines are busy or not.    

 From end users (fixed PCs) to Layer 2 switches: using Fast Ethernet (100Mb) with CAT 6 UTP will increase the 

speed of data transmission as well as avoid collisions which happen frequently with the old system when using 

hub based LAN with CAT 3 UTP.  
 From Layer 2 switches to Distribution switches, and to the Core switches: optical fiber Gigabit-Ethernet (or 10 

GE) circuits ensure fast switching and routing information from end devices through the distribution layer and to 

the core. This also makes sure that traffic is not bottle-neck before going to the Internet or to other sites.   
 For nomadic users at sites of The World network system, we use a Wireless LAN with Light Weight Access Point 

controlled by a WLAN controller and authenticated by an Access Control Server (ACS) placed at the Data Center 

module. This solution implementation makes sure that unauthorized users cannot access to The World network 

system and gives The World the flexibility to work anywhere in the building. 

WAN Connections 

 With the old system, when site A has to communicate with site B and site C, it has to go through the internet 

connection which is both slow and not cost-saving. With the new WAN link design, connections from sites to 

sites in The World have improved by using WiMax Technology (between site A and B) and fiber optic circuit 

(between site B and site C). This solution (based on hub-and-spoke model) enables faster and more reliable data 

transmission from site A to B and from site B to C, which allows almost immediate printing when needed. Every 

month, you only have to pay for the fee of WiMax (which is very affordable) and leased line (fiber optic) to have 

faster and more secure connections.  
 Instead of using three Internet connections which are very slow and consume a moderately high amount of 

money, with this new design, you only have to pay for just one Internet connection without sacrificing the 

quality of your data transmission.  

Other Alternatives Available 

Alternative 1: CUCM Implementation 
You can use two or three CUCM (Cisco Unified Communications Manager) servers, each server at each site for faster call 

manager; however, this will increase your overall cost and not make use of your WAN link bandwidth. For such a small 
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network with about 2000 users like yours, using one CUCM at the headquarters to manage calls of the three sites is 

reasonable, both makes sure you get higher rate of bandwidth consumption and be cost-effective at the same time.  

Alternative 2: WiMax Implementation 
For site A and site B to communicate and transfer data, we have two choices: using WiMax or Leased Line. Leased Line 

can be effective and useful at some points; however, for a small distance between two buildings separated by a road, 

WiMax is more appropriate thanks to its reasonable price and highe efficiency. 

Alternative 3: VPN Server Implementation 
Instead of integrating VPN module into the firewall routers at the headquarters, we can install a dedicated VPN server 

for remote connections. This solution requires an added cost for a dedicated VPN server meanwhile we do not use much 

of its feature as a server. We only need to authenticate and authorize users to access to The World internal system with 

much attention to security and flexibility, so integrated VPN module is proved to be the best choice.  

Alternative 4: No Data Center Module Implementation 
A Data Center module placed at the headquarters allows granted access to the archiving materials as well as the CUCM 

server. Actually, we can directly connect these servers to the core layer switches. The reason for this solution is not 

implemented is that when directly connect to the core layer switches, we can waste a lot of core switches ports which 

are not available in case we need to upgrade or add more sites to the network. Additionally, connecting to the core 

switches can result in lack of security and a low level of flexibility as well as make the core switches more vulnerable to 

other threats and risks. 

Opnet Simulation 

WAN link portion using leased line and WiMax is no way slower than when the network just relies on the Internet 

connection of 512 kbps speed to transfer data. Additionally, the VoIP implementation undeniably brings benefits of a 

cost saving solution to the overall network of The World.  

Due to the scope of this design, the following simulation simulates a difference between the old network using hub 

based LAN and DSL internet connections as WAN link and the new network with upgraded LAN and leased line WAN link 

from site B to site C. Time of simulation is 3 hours. 
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The Original Network 
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Network Delay 

 

The New Network 
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Network Delay 

 

The results of the simulation show that after using the new network, the network delay is improved as much as 10 

times.  
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Appendix A: Cost of Network Equipments 

Reference:  

http://www.router-switch.com 

http://www-03.ibm.com/systems/bladecenter/hardware/servers/ps700series/browse_aix.html 

Devices Models Prices (USD) Quantity Total costs Usages 

Layer 3 SW 
Cisco Catalyst 6500 

Series Switches 

 

$1,300 - $1,600 8 $10,400 - $12,800 For Distribution and Core 

layers.  

Voice Router 
Cisco Integrated 

Services Router 

(ISR) Platforms 

(3900 series) 

 

$6,000 - $7,000 5 $30,000 - $35,000 Voice and data transmission 

and routing. 

Layer 2 SW 

(Voice) 

Cisco 3500 Series 

24 Port Inline 

Power Switch 

 

$1000 - $3000 5 $5,000 - $15,000 Voice and data transmission. 

Layer 2 SW Cisco Switch 

Catalyst 2960 

$500 - $1,000 5 $2,500 - $5,000 Centralize LAN network 

before going to the Internet 

or other sites. 

Light weight AP 
Cisco Aironet 1260 

Series $500 - $700 5 $2,500 - $3,500 For wireless connections. 

WLAN controller Cisco 2500 Series 

Wireless 

Controllers 

$1,000 - $2,500 5 $5,000 – 12,500 Control Light weight AP. 

ACS (Access 

Control Server) 

IBM Blade Center 

or HP Blade System 

$6,500 1 $6,500 Authenticate and authorize 

mobile users entering into 

the The World network. OS  

Windows 2008 

http://www.router-switch.com/
http://www-03.ibm.com/systems/bladecenter/hardware/servers/ps700series/browse_aix.html
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CUCM (Cisco 

Unified 

Communications 

Manager) 

IBM Blade Center 

or HP Blade System 

$6,500 1 $6,500 Call management. OS  Cisco 

CUCM 

Total costs $68,400 – $91,800  


